Modelling semantics of security risk assessment for bring your own device using metamodelling technique by Md. Zain, Zamhariah
MODELLING SEMANTICS OF SECURITY RISK ASSESSMENT FOR BRING 
YOUR OWN DEVICE USING METAMODELLING TECHNIQUE 
ZAMHARIAH BINTI MD ZAIN 
A thesis submitted in fulfilment of the 
requirements for the award of the degree of 
Master of Philosophy  
School of Computing  
Faculty of Engineering 
Universiti Teknologi Malaysia 
JULY 2018
iii 
 
 
ACKNOWLEDGEMENT 
 
 
First of all, I am blessed and thankful to the Great Almighty, Allah for giving me the 
strength and the courage to complete this research. Here, I would also like to express 
my gratitude to everyone who supported, gave me the motivation and assisted me in 
completing this work. I would like to express my deep appreciation and indebtedness 
to my supervisor, Dr. Siti Hajar binti Othman and my co-supervisor, Puan Rashidah 
binti Kadir for their great collaboration, guidance, help, and endless support for this 
project. Without their help, I probably could not finish this thesis.  
  
To my family, I am truly thankful and want to express my gratefulness 
especially for my lovely mother, father, brothers and sisters who always support me 
and being there for me despite the distance. They always gave me advices, and 
straightened my focus on study because at times, I felt depressed and lost. Their 
endless support, compassion and love has brought me the toughness, and conviction 
in facing allegations and challenges in doing my master.  
 
I also want to express my appreciation and thanks to all my friends for their 
great companionships during my ups and down. With all truthfulness, they have 
encouraged, supported and helped me a lot in completing this Master Project.  The 
completion of this research would not be possible without their participation and 
assistance.  
iv 
 
 
ABSTRACT 
 
 
 
 
Rapid changes in mobile computing devices or modern devices such as 
smartphones, tablets and iPads have encouraged employees to use their personal 
devices at workplace. Bring Your Own Devices (BYOD) phenomenon in an 
enterprise has become pervasive in demand for business purposes. Most 
organizations practice BYOD as it offers a wide variety of advantages such as 
increasing work productivity, reducing cost and giving employee’s satisfaction. 
Despite that, BYOD practices trigger opportunities and challenges for the enterprise 
if there have no security policies, regulations and management on personal devices. 
Common BYOD security threats includes data leakage, exposure to malicious 
malware and sensitive corporates information. In this study, the Security-based 
BYOD Risk Assessment Metamodel (Security-based BYODRAM), a high-level 
knowledge structure was proposed for describing Security-based BYOD Risk 
Assessment domain. Review on thirty-five existing models which comprises of Risk 
Assessment and BYOD security models was done to identify the important concepts 
and semantic. Meta Object Facility (MOF) was the metamodeling language used in 
developing the metamodel. This study contributes a platform of incorporating and 
sharing of the Security-based BYOD Risk Assessment knowledge and giving 
solutions in managing BYOD security breaches. Real BYOD scenarios such as the 
Ottawa Hospital, privacy risks in enterprise and independent schools in Western 
Australian were used in demonstrating the semantics of proposed metamodel.
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ABSTRAK 
 
 
 
 
erubahan pesat dalam peranti pengkomputeran mudah alih atau peranti 
moden seperti telefon pintar, tablet dan iPad telah menggalakkan pekerja 
menggunakan peranti peribadi mereka di tempat kerja. Fenomena Bawa Peranti 
Anda Sendiri (BYOD) di perusahaan semakin meluas digunakan untuk tujuan 
perniagaan. Kebanyakan organisasi mengamalkan BYOD kerana terdapat pelbagai 
kelebihan seperti peningkatan produktiviti kerja, pengurangan kos dan kepuasan 
kepada pekerja. Namun begitu, BYOD boleh mencetuskan peluang dan cabaran bagi 
perusahaan jika tidak ada polisi keselamatan, peraturan dan pengurusan peranti 
peribadi yang digunakan dalam sesebuah organisasi. Amaran keselamatan dengan 
pelaksanaan BYOD umumnya termasuk kebocoran data, terdedah kepada ancaman 
perisian bahaya dan data korporat yang sensitif. Dalam kajian ini, Metamodel 
Keselamatan Berasaskan Penilaian Risiko BYOD (Keselamatan Berasaskan 
BYODRAM), iaitu struktur pengetahuan peringkat tinggi dicadangkan untuk 
menggambarkan domain Penilaian Risiko BYOD yang berasaskan Keselamatan. 
Kajian pada tiga puluh lima model sedia ada yang terdiri daripada model Penilaian 
Risiko dan model Keselamatan BYOD telah dijalankan untuk mengenal pasti 
konsep-konsep penting dan semantiknya. Meta Objek Fasiliti (MOF) adalah bahasa 
metamodel yang digunakan dalam pembangunan metamodel. Kajian ini 
menyumbang kepada platform menggabungkan dan berkongsi pengetahuan Penilaian 
Risiko BYOD yang berasaskan Keselamatan dan memberi penyelesaian dalam 
menguruskan pelanggaran keselamatan dalam BYOD. Senario-senario BYOD yang 
sebenar seperti Hospital Ottawa, risiko privasi dalam perusahaan dan sekolah swasta 
di Australia Barat telah digunakan untuk menunjukkan semantik metamodel yang 
dicadangkan. 
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CHAPTER 1 
 
 
  
 
INTRODUCTION 
 
 
 
 
1.1 Overview 
 
 
Bring Your Own Devices (BYOD) refers to a concept of allowing employees 
to use their own mobile devices such as smartphones, tablets, laptops and iPads for 
work purposes. Since 2012, the use of personal devices at workplace has become 
pervasive (Jamaluddin et al., 2015). Many organizations implemented BYOD in their 
information technology management and it is increasing from time to time. BYOD 
allows employees to bring and use their own devices at work. In addition, BYOD 
usage is a good practice in many enterprises nowadays, since it can increase the 
quality of work, comfort and reduce cost for IT infrastructure management. 
However, even though BYOD brings many advantages in organization, there are also 
BYOD security issues faced by the employees. This caused challenges and 
difficulties to the security experts to manage the information of BYOD security 
(Fiorenza, 2014). Therefore, metamodelling technique has been chosen as the 
solution to structure and manage the knowledge of BYOD security risk. Security-
based BYOD Risk Assessment Metamodel (BYODRAM) has been proposed to 
minimize the BYOD security problems in enterprises. 
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1.2 Problem Background 
 
 
BYOD phenomenon is currently becoming more prevalent in the business 
industry and certain organizations. Based on the survey in Asia Pacific, there are 
more than 85% Malaysians who used their own devices at workplace and only 26% 
of them were provided with sufficient facilities by their IT department. Employees 
can also create, store, and manage the corporate data using the devices. Various types 
of personal devices used by employees at workplace such as smartphones, tablets, 
IPad, and laptops caused lots of security problems and until now there are no 
comprehensive guideline that could handle security risk in BYOD devices. 
Guidelines are general statements that are used in making achievement in the policy 
objectives (Souppaya and Scarfone, 2013). This is done by providing a framework to 
implement procedures.  
 
Based on the research made, it is found that there is also faults with the 
existing models in assessing the BYOD risks. The existing models are developed to 
manage the risks but there are no exact Security-based BYODRAM that is developed 
to manage the BYOD security issues. There is a question on how to manage BYOD 
issues and challenges in enterprises (Shumate and Ketel, 2014). Based on this, the 
operational risk management should be implemented to avoid the operational risks 
since the operational risk may impact the implementation of strategic decisions. This 
includes the identifying, measuring, monitoring, reporting, controlling and mitigating 
the process. The analysis is also needed to determine the cost to fix operational risk 
problems and the loss due to the operational risk event (Basel Committee on Banking 
Supervision, 2001). Hence, it is a necessity to create generic representation of the 
knowledge in managing BYOD security risks. Therefore, metamodelling technique is 
found suitable in managing the knowledge of BYOD Risk Assessment (Othman, 
2012).  
 
One of the biggest problems related to BYOD adoption is data leakage. This 
is caused by corporate data that can be accessed through Wi-Fi connection and the 
transmission of data which is also not encrypted. The loss of mobile devices due to 
theft is the biggest risk by adopting BYOD that could be faced by enterprises 
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(AlHarty and Shawkat, 2013). If the employee lose their personal devices that stored 
corporate data, it can cause untrusted parties to retrieve all the private data inside the 
device (Wiech, 2013). All the sensitive information inside the devices might be 
accessed by the intruders and taken for specific purpose. Other than that, factor that 
contributes to data leakage is when the employee quit job from the company and  it 
has high possibilities that the corporate data still remain inside their own devices 
(Wiech, 2013). It also been stated by Forrester (2012), that mobile devices security 
concerns with 65% is the biggest security challenge by deploying BYOD program. 
Angwin et al. (2011) mentioned that when employees access the network resource 
using mobile devices, outsiders can easily trace the personal information and 
corporate data.  
 
According to the existing models of Security-based BYOD Risk Assessment, 
there is lacking of unified approach in security risk assessment. For example, one of 
the existing models which is Risk Assessment Process model which is developed to 
assess the information security risk (Ross, 2012). This model lacks of the BYOD 
security main components such as the Mobile Device Management (MDM), policy, 
access control, remote wiping, antivirus and anti-malware (Downer and 
Bhattacharya, 2016). So, the Security-based BYODRAM will be developed by 
integrating the BYOD security and assessment main components within the 
metamodel. So, this is the reason why an investigation of the existing models of risk 
assessments and BYOD security is required in order to extract all the main 
components of risk assessment and BYOD security concepts.  
 
It is important to develop a comprehensive information system that stores and 
manages the BYOD security related issues. The BYOD domain users will have a 
knowledge of hazards and the risk level of specific BYOD risks. Besides, this 
knowledge-based system recommend security controls in handling specific BYOD 
issues. The organization must have a standard guideline on managing BYOD risk 
related problems because it requires variety of business process in solving the risks. 
The complexity of the user to access the knowledge of BYOD security risk will be 
ease with the metamodel. This proposed metamodel support the user of BYOD 
domain such as expert, security manager, and officer in making decisions of the 
related security issues. 
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BYOD policy is becoming a serious phenomenon when it affects the 
information security risks of the employer’s information such as report, preserve data 
and data leakage. BYOD implementation causes greatest challenge in organizations 
when the confidential data is not managed strategically by the organization itself 
(Olalere et al., 2015). Referring to this, BYOD policy should complement other 
information security and governance policies. Personal mobile devices usage among 
workers causes security issues problem as workers commonly will carry their own 
devices which contain private and confidential data everywhere (Broomfield, 2006). 
The security requirement should be provided for mobile devices such as 
authentication, transmission encryption requirements, wipe devices system, right to 
manage, monitor and wipe devices, support model, company liability, restrict the 
usage of devices, acceptable use and practices for mobile data usage on international 
travel (EY, 2013).  
 
The existing models of Security-based BYOD risks assessment also lacks the 
BYOD security components in its implementation. Based on the existing models, the 
protection of internal network resources should be enhanced; for example the Virtual 
Private Network (VPN), access control, and firewalls. For example, BYOD Security 
model lacking of security protection within the company network services. It only 
provides limited security protection in the channel of communication through VPN 
(Ali et al., 2016). So, this revealed the needs and importance of managing BYOD 
security knowledge. Due to this, the enhancement of the Security-based BYOD Risk 
Assessment will be done to ensure the improvement of BYOD security and risk 
assessment components in assessing risks.  
 
The metamodel technique is chosen in managing the BYOD security risks 
problems. Based on this, metamodelling is needed in minimizing the BYOD risks. 
The metamodel plays its role in supporting the engineering design optimization. 
Intensive research has also been done in deploying metamodelling techniques in 
design and optimization. Metamodelling can be used in problem formulation. 
According to this, the metamodel is used to solve the complex domain. Any domain 
which has shared key-points need metamodelling to integrate it into one platform. 
Next is metamodelling can play a role in model approximation, which is used in 
approximation of computation-intensive process across the whole design space 
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aimed to reduce the computational cost. Besides, metamodelling has the ability to 
allow modellers to structure, organize, and manage any domain knowledge to solve 
the interoperability’s issues. (Wang and Shan, 2007).  
 
In addition, malicious malware is also one of the most challenging security 
risks engaged to BYOD. Adopting BYOD may bring malware and viruses to the 
company network. Malware is the attack that is based on the malicious applications 
that are able to affect both the devices and the applications inside devices (Olalere et 
al., 2015). Mobile malware consists of the applications that is embedded with code 
inside and compromised with the security of devices (Morrow, 2012). In 2012, there 
is Shamoon malware that inactivate more than 30,000 computers and also stole data 
of the national oil company, Saudi Aramco in Saudi Arabia (Armando et al., 2014).  
In March 2013, at the top three South Korean banks and the country’s two largest 
broadcaster computer networks were down caused by malicious malware (Fielder, 
2013). 
 
Enterprise needs a standard guideline in handling the security risks issues. 
Based on the review made on the existing models, there are lacking of risk 
assessment components such as risk specification, risk analysis, and risk evaluation. 
Risk specification is used to determine the risk factors of BYOD and they are 
extracted from a comprehensive viewpoint by using the Risk Breakdown Structure 
(RBS) method. For risk analysis, risk matrix method is used and it consists of four 
countermeasures in accordance with their probability and risk impact such as risk 
transferences, risk mitigation, risk acceptance and risk avoidance. For the risk 
evaluation, it determines the countermeasures based on the risk factors that are 
investigated (Tanimoto et al., 2016). By using a metamodel form, an integrated view 
of all important phases involving Security-based BYOD Risk Assessment will be 
analysed and determined. The security risks which is engaged to the BYOD adoption 
can be minimized by considering all the important phases in Security-based BYOD 
Risk Assessment. This is one factor why metamodel is chosen to manage the BYOD 
risks problems (Othman, 2012). 
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1.3 Problem Statement 
 
 
Although BYOD brings advantages, there also security risks impact faced by 
companies when implementing BYOD. Besides, there are no existing Security-based 
BYODRAM that can be used as references. So, the appropriate guideline must be 
strategically developed and implemented to minimize the BYOD risks. The guideline 
is important for managing the security of BYOD risks. All the important concepts 
needed in assessing the BYOD risks which is security risk assessment concepts 
should be considered. This study plans to enhance the security in the risk assessment 
approach of BYOD risks. Therefore, the questions are how to assess the BYOD risks 
and what is the appropriate procedure? 
 
 
The following are research questions of this research: 
i) What is the important elements in the Security-based BYOD risk assessment 
domain? 
ii) How to assess BYOD risk with Security-based BYODRAM? 
iii) What technique will be used to validate the developed Security-based 
BYODRAM for assessing BYOD risks?  
 
 
 
 
1.4 Research Aim 
  
 
This research aims to manage knowledge of how security risk assessment in 
BYOD domain should be conducted through a high level knowledge structure, a 
metamodel. This approach is important as it could allow domain users in making 
decisions when they face various types of BYOD risks. 
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1.5 Research Objectives 
 
 
The objectives are stated as follows: 
i) To identify the security risk assessment important concepts for BYOD domain from 
existing sources. 
ii) To use the metamodelling approach in developing the Security-based BYODRAM in 
assessing BYOD risks. 
iii) To validate the Security-based BYODRAM by using metamodel validation techniques. 
 
 
 
 
1.6 Research Questions, Objectives and Deliverables of this Research 
 
 
Table 1.1 represents the research questions, objectives and deliverables of 
this research. 
 
Table 1.1: Research questions, objectives and deliverables 
Research Question Objective Deliverable 
i) What is the important 
elements in the 
Security-based BYOD 
risk assessment 
domain? 
i) To identify the security 
risk assessment 
important concepts for 
BYOD domain from 
existing sources. 
i) BYOD concepts 
ii) How to assess BYOD 
risk with Security-based 
BYODRAM? 
ii) To use the 
metamodelling 
approach in developing 
the Security-based 
BYODRAM in 
assessing BYOD risks. 
ii) BYOD metamodel 
iii) What technique will be 
used to validate the 
developed Security-
based BYODRAM for 
assessing BYOD risks? 
iii) To validate the 
BYODRAM by using 
metamodel validation 
techniques. 
iii) A validated 
BYODRAM 
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1.7 Research Scope 
 
 
The scope of the research is limited to the following, namely: 
i) This study focuses on the development of the Security-based BYODRAM with the 
important elements needed in assessing BYOD risks based on the existing security risk 
assessment models. 
ii) This study focus on the enhancement of the lackings in the existing models in the BYOD 
security risks context.  
iii) This research used two techniques in validating the metamodel to manage the knowledge 
of BYOD security risks, but in this research, we used the metamodel technique. Two 
validation techniques are used in validating the proposed Security-based BYODRAM. 
The first one is Expert Review (Face Validity) and another one is Case Study (Tracing) 
techniques. 
 
 
 
 
1.8 Summary 
 
 
In this chapter, the preliminary study for the research has been discussed. The 
introduction, background and problem of the study was described to give more 
information and understanding about the research that was conducted. Besides, there 
was a discussion on project aims and objectives that provided clear information on 
things that were focused in this research. Next, the project scopes also gave 
information about the limitations of the research. In the next chapter, discussion is 
about the literature review which includes the analysis of the existing model 
collection.  
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